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Device checklist: Requirements for using passkeys
Criterion Explanation Fulfilled?(Yes/No) Notes / Measures

Current operatingsystem Windows 10/11, macOS13+, iOS 16+, Android 9+ Upgrade outdated OSversions if necessaryTPM/Secure Enclaveavailable TPM 2.0 for Windows,Secure Enclave for Apple Check BIOS/UEFI, activate ifnecessary
Device lock enabled PIN, fingerprint, or facialrecognition Requirements for platformauthenticatorsCompatible browserinstalled Chrome, Edge, Safari,Firefox (current Version) WebAuthn support required
Biometric sensoravailable

Fingerprint sensor orcamera for Face ID /Windows Hello
Alternatively: PIN login as afallback

MDM or devicemanagement available
Central management (e.g.,Intune, JAMF, VMwareWorkspace ONE)

Important for policy controland recovery
Synchronization withcloud service allowed(optional)

iCloud, Google PasswordManager Enable or disable dependingon compliance requirements
Externalauthenticators can beconnected (optional)

USB, NFC, or Bluetooth-enabled devices For hybrid or high-securityapplications
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