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Integration checklist: Introducing passkeys intoexisting infrastructure
Checkpoint Description Status(✔/✖/⚠)️ Comments

1. IAM System available Centrally managed identityand access management withFIDO2/WebAuthn support
e.g., Azure AD,Okta, ForgeRock

2. Authentication server setup
Backend for registering,managing, and validatingpasskeys

Standalone orintegrated into IAM
3. Web applicationscompatible

Applications support OIDC,SAML, or can be connected toIdP
Adjust front end/backend if necessary

4. Interface standardsavailable OpenID Connect, OAuth2,SAML, or AD FS implemented
Required forintegration into third-party systems

5. Device and authenticatorstrategy defined
Choice between platform androaming authenticatorsdepending on user group

See guidelines (point3)
6. Recovery/fallbackstrategies planned

Coverage for loss orreplacement of devices (e.g.,cloud sync, backup key)
Important for usersupport

7. Pilot environment set up Tested application area withclearly defined user group e.g., internal portalor test system
8. Training &documentation prepared

User education, help deskbriefing, self-service FAQavailable
Success factor foracceptance

9. MDM integration fordevice management
Management of securitypolicies, device approvals,and certificates

Optional for BYODrelevant
10. Compliance & dataprotection checked

Processing of biometric data,cloud storage, loggingevaluated
Implement incompliance withGDPR
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